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POLICY
This policy outlines the purpose for which biometric information is used and explains the procedures for the collecting, storing, disclosing, and destruction of that information. This policy is intended to promote compliance with state and federal laws and enhance the security of private and confidential information maintained by the Credit Union.

SCOPE
This policy applies to all Credit Union employees for permissible access and entry into the Credit Union facility.

PROCEDURES
1.	Definition – “Biometric information” is any information used to identify an individual based on biometric identifiers, including the results of a retina or iris scan, fingerprint, voiceprint, or scan of hand or face geometry. Biometric information does not include writing samples, signatures, photographs, human biological samples, demographic data, tattoo descriptions, or physical descriptions such as height, weight, hair color, or eye color.

2.	Purpose – The Credit Union scans fingerprints from employees for purposes of enhancing the security of access to private and confidential information maintained within the Credit Union as well as for the security of Credit Union employees and members.  This system is deemed more efficient to Credit Union operations and more reliable than swipe cards of key fobs since there is no risk of loss or theft.  Fingerprint scans will not be used for purposes of background checks.

3.	Length of Storage – The fingerprint scans are converted to a mathematical algorithm. The mathematical information is retained for the length of the employee’s employment with the Credit Union and no longer.

4.	Destruction – Biometric information, including fingerprints, is permanently destroyed no later than thirty days after the termination of the employee’s employment, unless a longer retention period is required by subpoena, warrant, court order, or state or federal law. 

5.	Consent - Before obtaining fingerprints from an employee, the Credit Union informs employees of the necessity of the taking of the fingerprint, the purpose it will serve, and the length of time the biometric information will be stored and used. Employees must sign the “Biometric Consent Form” before any fingerprints or other biometric information is collected.   As access security is critical to Credit Union operations, this is a condition of employment or continued employment.  Therefore, failure to consent may result in an adverse employment action.
PROCEDURES (cont.)
6.	Disclosure – In accordance with applicable state and federal law, the Credit Union does not sell, lease, trade, or otherwise profit from an employee’s biometric information. In addition, the Credit Union does not disclose any employee’s biometric information unless:

A.	The employee consents to such a disclosure;

B.	The disclosure completes a financial transaction requested or authorized by the employee;

C.	The disclosure is required by state or federal law, or municipal ordinance; or

D.	The disclosure is required pursuant to a valid warrant or subpoena.

7.	Storage – The Credit Union uses a reasonable standard of care in the storage, transmission, and disclosure of all biometric information, as it does in the storing of other confidential employee information.


SIGN CONSENT FORM BELOW




























CONSENT TO COLLECTION OF BIOMETRIC IDENTIFIERS


I, _________________, an employee of Members Exchange Credit Union (the “Credit Union”), voluntarily consent to a fingerprint scan (“Biometric Identifier”) as part of my employment or continued employment.  

I understand that the Credit Union obtains, uses, and stores fingerprints from employees for purposes of access to and entry into the Credit Union facility. The fingerprint scans are converted to a mathematical algorithm. The mathematical information is retained for the length of the employee’s employment with the Credit Union and no longer. The information is permanently destroyed no later than thirty days after the termination of the employee’s employment unless a longer retention period is required by subpoena, warrant, court order, or state or federal law.

I understand that the Biometric Identifier is necessary to enhance the security of access to and entry into Credit Union property and to further my employment.  

I consent to the disclosure, re-disclosure, or other dissemination of my Biometric Identifier during any investigation by the Credit Union, which may include disclosure to law enforcement authorities. The Credit Union’s use of the Biometric Identifier is limited to lawful purposes, which primarily include facility and property access, and does not include use for background checks regarding the undersigned employee.   

The Credit Union has undertaken measures to safeguard all personal information connected to the Biometric Identifier and minimize the risk of fraud or identity theft. I acknowledge that I have been given a copy of the Credit Union's Biometric Information Policy.

I understand that this form, like all Credit Union forms, does not alter the Credit Union’s employment-at-will policy. I understand that I may terminate my employment at any time without cause or reason and the Credit Union retains the same right. 


_____________________________________		____________________________
Signature of [Applicant/Employee]			Date

_____________________________________						
Printed Name of [Applicant/Employee]

_____________________________________						
Company Witness

______________________________________						
Printed Name of Witness


