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Introduction
Portable devices, such as smartphones, tablets, and laptop computers, are essential tools for the organization, and Members Exchange supports their use to achieve business goals. However, portable devices also represent a significant risk to data security. If the appropriate security applications and procedures are not applied, they can be a conduit for unauthorized access to the organization's data and IT infrastructure. This can subsequently lead to data leakage and system infection.

Members Exchange must protect its information assets to safeguard its members, intellectual property, and reputation. This document outlines practices and requirements for safely using portable devices and applications.

 Scope
1. All portable devices, whether owned by Members Exchange or owned by employees, including smartphones, tablets, and laptop computers, that have access to corporate networks, data, and systems are governed by this portable device security policy. The scope of this policy does not include corporate IT-managed laptops.
2. Exemptions: Where a business needs to be exempted from this policy (too costly, too complicated, adversely impacting other business requirements), a risk authorized by security management must be conducted.
3. Employees' applications on their devices that store or corporate access data, such as cloud storage applications, shared files, or corporate email, are also subject to this policy.

Policy
3.1 Technical Requirements
1. Devices must use the most recent Operating Systems for Apple or Android phones, and Tablets. Laptops must be running the most recently approved Operating System, and Trend Micro Anti-Virus must be installed.
2. Devices must not store corporate passwords.
3. Devices must be configured with a secure password that complies with Members Exchange's password policy. Laptops will adhere to the Network Password Restricts currently in place, and smartphones and Tablets must be secured with a PIN/Fingerprint Authentication to access the device.
4. Only devices managed by IT will be allowed to connect directly to the internal corporate network. 
5. These devices will be subject to excellent compliance rules on security features such as encryption, password, key lock, etc. These policies will be enforced by the IT department using Manage Engine Mobile Device Management software.
3.2 User Requirements
1. Members Exchange will load applications through Manage Engine MDM, which utilizes containerization to secure corporate resources.
2. While mobile, users must not connect to public non-secure WIFI (ex: coffee shops and restaurants…cellular data networks are exempt). Users are only authorized to connect to secure WIFI while accessing corporate resources. 
3. Users must immediately report all lost or stolen devices to the Members Exchange IT Department.
4. If a user suspects unauthorized access to company data via a portable device, they must report the incident in accordance with Members Exchange's incident handling process.
5. Devices must not be "jailbroken" or "rooted"* or have any software/firmware installed designed to gain access to functionality not intended to be exposed to the user.
6. Users must not load pirated software or illegal content onto their devices.
7. Applications must only be installed from official platform-owner-approved sources. Installation of code from untrusted sources is forbidden. If you are unsure if an application is from an approved source, contact Members Exchange's IT Department.
8. Microsoft Windows OS and 3rd Party patches will be maintained using Members Exchange's current patch system. Authorized mobile devices (smartphones and tablets) will receive an email alerting them of an iOS software update they must apply when available.
9. Users must not merge personal and work email accounts on their devices. Only the approved applications can be used to access corporate email. 
10. The above requirements will be checked regularly. Should a device be found non-compliant, results may include the loss of access to email, a device lock, a device wipe, or, in severe cases, disciplinary action, up to and including termination of employment.
11. The user is responsible for backing up their data. The company will accept no responsibility for losing files due to a non-compliant device being wiped for security reasons.
12. Users must not use corporate workstations to back up or synchronize device content such as media files unless such content is required for legitimate business purposes or Members Exchange's Manage Engine MDM manages the device.
13. Although Members Exchange takes all necessary precautions to secure portable devices outside the network, manufacturers' limitations can prohibit some needs. Member's Exchange's IT Department must be notified within 24 hours of a lost/stolen device or a suspected breach.

*To jailbreak/root a mobile device is to remove the limitations imposed by the manufacturer. This gives access to the operating system, thereby unlocking all its features and enabling unauthorized software installation.

3.3 Actions that may result in a full or partial wipe of the device or other interaction by IT
1. A device is jailbroken/rooted.
2. A device contains an app known to have a security vulnerability (if not removed within a given time frame after informing the user).
3. A device is lost or stolen.
4. An employee has been suspended and terminated.


3.4 Use of particular applications which have access to corporate data 
1. Devices managed by Manage Engines MDM will use the following applications approved by Members Exchange's IT Department (subject to modification as needed per department requirements or technological advances):
I. Manage Engines MDM Agent
II. ManageEngine Endpoint Central RMM
III. Microsoft Outlook Email
IV. Microsoft Edge or Google Chrome
V. Adobe Acrobat Reader
2. Using solutions other than the above will lead to a compliance breach and losing access to the user's corporate network.


3.5 Bring Your Device (BYOD) Amendment  
1. Members Exchange will only allow individual departments/employees to use corporate-owned/personal devices to access corporate resources. Members Exchange's IT Department manages these devices. Smartphones and tablets will be handled using Manage Engine’s Mobile Device Management (MDM) system. Laptops will be conducted using Trend Micro Anti-virus, Manage Engines MDM, and Group Policy.
2. Employees authorized to use company-owned or personal devices for corporate resources are listed below:
I. CEO
II. Executive Vice Presidents
III. Senior Vice Presidents
IV. Vice Presidents
V. IT Department
VI. Any employee approved by Executive Management

Employees not authorized to access corporate resources could receive restricted access to corporate resources and face disciplinary actions, including termination of employment. 

Employee Acknowledgment:
I have received a copy of the Portable Device Security Policy for Members Exchange Credit Union. I understand I cannot access network resources on any of my personal devices, including email and shared files, unless I am authorized by Executive Management.
I have read, understood, and will adhere to this policy, which is intended to ensure the confidential information of our members remains secure.

__________________________________		_________________________________
Signature of Employee					Date
