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Policy Statement
The Right to Financial Privacy Act (RTFPA) is a federal law that establishes specific procedures for federal agencies or departments that seek information about a member's financial records from a credit union.  The Act imposes limitations and duties on credit unions before releasing information government agencies seek.  It also provides the member with notice and an opportunity to challenge the government's request for records (though there are several instances where members will not be notified until after their records have been obtained.)

The RTFPA applies to all federal agencies and departments (though the Internal Revenue Service must adhere to its own Privacy provisions under the Internal Revenue Code). Subsequently, federal agencies or departments must comply with the requirements of the RTFPA, or their request for financial records will be denied by the credit union. 

The Right to Financial Privacy Act was enacted because customers of financial institutions have a right to expect that their financial activities have a reasonable amount of privacy from federal government scrutiny.

The RTFPA is designed to provide a person with notice of and an opportunity to challenge a request by a federal agency or department to access his or her financial records. In this way, Congress balanced the individual's privacy rights with the federal government's "need to know." 

The RTFPA was amended due to the USA Patriot Act of 2001: Section 358 of the U.S. Patriot Act amended the RTFPA to permit the disclosure of financial information to any intelligence or counterintelligence agency in any investigation related to international terrorism.

Purpose of Policy
This policy examines the credit union's rights, duties, and liabilities under the RTFPA to provide guidance when a federal agency or department seeks to access a member's financial records or information. The policy will not address the member's rights under the Act that do not directly affect or concern the credit union. Should a member inquire about his or her legal rights under the Act, the credit union will advise the member to consult his or her own attorney.



Policy

Members Exchange Federal Credit Union, being a Federal Chartered Credit Union, must and will comply with the requirements of the RTFPA.

When Should the Credit Union Honor a Request for Information

The Act protects only natural person members (i.e., human beings) and non-natural person members (i.e., entities such as small partnerships or proprietorships) of five or fewer individuals. It does not protect corporate members or other entity members larger than five individuals.

The RTFPA applies to all federal agencies and departments (IRS must adhere to the Internal Revenue Code).

The Act does not apply to non-federal agencies or departments (such as police or agencies). Therefore, the credit union should understand its duties and responsibilities not only under federal privacy laws but also under state privacy laws.

If the credit union is aware that a state or local government authority or private business organization requests or orders a member's financial information or records with the intent to provide such information or records to a federal agency or department, the credit union must require the requesting party or the applicable federal agency or department involved to comply with the requirements of the RTFPA.

Major Credit Union Requirements

There are two major requirements under the RTFPA with which the credit union must comply:

(1)
Prohibition against disclosure and

(2)
Record retention.

The general prohibition against disclosing a member's financial records is not difficult to understand.  The difficulties arise when dealing with its numerous exceptions.

The prohibition against the disclosure of a member's records reads:


No credit union (i.e., "financial institution") or officer, employee, or agent of a credit union, may provide to any federal agency or department (i.e., "Government authority") access to or copies of, or the information contained in the financial records of any credit union member except in accordance with the provisions of the RTFPA.

Policy

The credit union will not violate the above prohibition, it may be liable to the member for any actual damages sustained, costs, and attorney's fees incurred as a result of the wrongful disclosure.

Exceptions

There are essentially two types of exceptions to the RTFPS’S general prohibition against disclosure of a member’s financial information.  The first exception concerns procedures federal agencies and departments can utilize to access a member’s financial records protected by the Act.  The second concerns records or information that are not protected by the Act.

Procedural method to access protected financial records

A federal agency or department has six methods to access members' protected financial records at the credit union. The department or agency must reasonably describe the records and utilize one of the following six procedures:



1.
Member Authorizations



2.
Administrative Subpoena or Summons



3.
Search Warrant



4.
Judicial Subpoena



5.
Formal Written Request



6.
Utilization of One of the Act's Special Procedures to Access Records

1.  MEMBER AUTHORIZATIONS 

a)
 
A member may authorize disclosure of his or her financial records if he or

she furnishes to the credit union (and to the federal agency or department

seeking to obtain such disclosure) a signed and dated statement which:

b)
Authorizes the disclosure for a period of time not in excess of three months;

c)

States that the member may revoke the authorization at any time before

 
the financial records are disclosed;

d)

Identifies the financial records that are authorized to be disclosed;

e)

Specifies the purpose for which and the federal agency or department to 

 
which the records may be disclosed; and

f)

States the member's rights under the RTFPA


Policy

This credit union policy prohibits requiring its members to authorize the disclosure of their records as a condition of doing business with the credit union. 

A member may give written authorization to the credit union to disclose his or her financial records. 

When the credit union receives a member’s written authorization, it must (unless otherwise prohibited by

law);

a)
proceed to assemble the records requested;

b)
be prepared to deliver the records to the federal agency or department upon the receipt of the Certificate of Compliance and

c)
retain a record of all instances in which the member’s records are disclosed to the federal agency or department pursuant to the member’s written authorizations. 

1)
The credit union is required to record the federal agency's or department's access to the records and retain a record of this access.



2)
The member is entitled to a copy of the credit union's access record.

3)
The credit union may receive a court order prohibiting the member from obtaining a copy of the record.

4)
The credit union will require the requesting federal agency or department to provide a Certificate of Compliance before releasing the members' financial records or information based on the member's written authorization.

2.  ADMINISTRATIVE SUBPOENA OR SUMMONS
A federal agency or department may obtain a member's financial records from the credit union if it:

a)
serves the credit union with an administrative subpoena or summons, and

b)
provides the credit union with a Certificate of Compliance indicating that it has complied with the RTFPA. 

The credit union will be served with the administrative subpoena or summons, and then ten to fourteen days later, the federal agency or department can obtain the financial records from the credit union after presenting it with a certificate of compliance (unless the member has challenged the subpoena or summons).


Policy

When the credit union receives an administrative summons or subpoena, it must (unless otherwise provided by law):

A.
proceed to assemble the records requested and

B.
be prepared to deliver the records to the federal agency or department upon receipt of the Certificate of Compliance

1).
Giving the member information concerning the fact that his or her financial records have been subpoenaed can be delayed by court order if the court finds that the agency's or department's investigation is within its jurisdiction, the records sought are relevant to a legitimate law enforcement inquiry, and there is reason to believe that notice will result in,

a)
endangering the life or physical safety of any person;

b)

flight from prosecution;

c) 

destruction or tampering with evidence;




d)
intimidation of potential witnesses; or

e) 

seriously jeopardizing an investigation.

C.
If the above circumstances exist, the credit union will receive a court order prohibiting it from disclosing,

1).
that records have been obtained, or

2).
that a request for records has been made.

D.
If the subpoena or summons is so vague that the credit union cannot discern whose records, or what records, to assemble, it will consider challenging the subpoena or summons. 

3.  SEARCH WARRANTS

A.
Only a federal agency or department may obtain a search warrant upon showing probable cause before a federal magistrate or state judge who must sign the warrant, a more difficult standard for an agency or department to meet than simply issuing its own subpoena (thus search warrants are typically utilized only in critical situations where the agency or department must expedite the access to the records or information).  
Because of the judicial scrutiny attendant with obtaining a search warrant, the federal agency or department can serve the credit union with the warrant and examine records immediately, without any notice to the member, although the credit union should check to ensure that;

1).
the search is made within the time period stated in the warrant (not to exceed ten (10) days) and

2).
that it receives a copy of both the warrant and an inventory of the records or information seized

Policy

When the credit union is served with a search warrant, it must and will (unless otherwise prohibited by law) (1) proceed to assemble the records requested and (2) be prepared to deliver the records to the federal agency or department upon the receipt of the certificate of compliance.  The credit union can, if needed, request the serving officer to allow the credit union time to assemble or copy the requested records or information and to make them available at a mutually agreeable future date.

A copy of the search warrant and the RTFPA notice that a federal agency or department must provide to a member can be delayed by order if the court finds that the agency’s or department’s investigation is within its jurisdiction, the records sought are relevant to a legitimate law enforcement inquiry, and there is reason to believe that notice will result in: 

1)
endangering the life or physical safety of any person;


2)
flight from prosecution;


3)
destruction or tampering with evidence;


4)
intimidation of potential witnesses; or


5)
seriously jeopardizing an investigation. 

If the above circumstances exist, the credit union will receive a court order prohibiting it from disclosing to the member that a federal agency or department has accessed his or her records.

4.  JUDICIAL SUBPOENA

A.
A federal agency or department may obtain a member's financial records from the credit union if it (1) serves the credit union with a judicial subpoena and (2) provides the credit union with a certificate of compliance indicating that it has complied with the RTFPA.

B.
A judicial subpoena is simply a subpoena issued by or under the authority of a court.

C.
The credit union will be served with the judicial subpoena, and then ten to fourteen days later the federal agency or department can obtain the financial records from the credit union after presenting it with a certificate of compliance (unless the member has challenged the subpoena). 

D.
The credit union may challenge the Judicial subpoena if it is so vague that the credit union cannot discern whose records, or what records, to assemble.





Policy

When the credit union receives a judicial subpoena, it must and will (unless otherwise provided by law) (1) proceed to assemble the records requested and (2) be prepared to deliver the records to the federal agency or department upon receipt of the certificate of compliance.
A copy of the judicial subpoena and the RTFPA notice that a federal agency or department must provide 

to a member can be delayed by order if the court finds that the agency’s or department’s investigation is 

within its jurisdiction, the records sought are relevant to a legitimate law enforcement inquiry, and there is reason to believe that notice will result in: (1) endangering the life or physical safety of any person; (2) flight from prosecution; (3) destruction or tampering with evidence; (4) intimidation of potential witnesses; or (5) seriously jeopardizing an investigation.

If the above circumstances exist, the credit union will receive a court order prohibiting it from disclosing 

(1) that records have been obtained, or (2) a request for records has been made.



5.  FORMAL WRITTEN REQUEST

A federal agency or department may attempt to obtain a member's financial records from the credit union by reasonably describing the financing records sought and submitting a formal written request for those records.





 





The RTPFA allows for this method of access to records because some federal agencies or departments have weak production powers (i.e., no authority to issue administrative summonses or subpoenas) and thus can attempt to use a formal written request to obtain a member's financial records.  However, this is exactly what Congress created an RTFPA-type law to curtail.

Policy

The credit union has no duty to respond to a federal agency's or department's formal written request, and due to the potential liability and harm to member relationships, it is advised not to do so. Therefore, this credit union will not respond to the formal written request.

6.  CIRCUMSTANCES REQUIRING SPECIAL RTFPA PROCEDURES
The RTFPA provides special procedures for federal agencies or departments needing access to a member’s financial records in conjunction with a sensitive or dangerous investigation.  Specifically, if (1) a federal agency or department is conducting foreign intelligence activities, or the Secret Service is conducting protective functions, (2) the Federal Bureau of Investigation requires the records for foreign counterintelligence purposes, or (3) delayed access to records by a federal agency or department would create imminent danger, special RTFPA procedures apply. 

Foreign intelligence activities and Secret Service protective functions

Nothing in the ACT applies to the production and disclosure of financial records pursuant to requests from (1) federal agencies or departments conducting foreign intelligence activities or (2) the Secret Service conducting protective functions.

Should the federal agency or department wish to access financial records based on the “foreign intelligence activities and Secret Services protective functions” exception above, it must provide the credit union with a certificate of compliance signed by the agency or department's supervisory official.

When presented with a certificate of compliance, the credit union, its officers, employees, and agents are prohibited from disclosing to any person that a federal agency or department has sought or obtained access to a member’s financial records.

Federal Bureau of Investigation Foreign Counterintelligence purposes

Credit unions, their officers, employees, and agents shall comply with a request for a member’s financial records made by the FBI when the Director of the FBI (or the Director’s designee) certifies in writing to the credit union that: (1) such records are sought for foreign counter- intelligence purposes; and (2) that there are specific and articulable facts giving reason to believe that the member or entity whose records are sought is a foreign power or agent of a foreign power.

When presented with a certified request for records from the Director of the FBI, the credit union, its officers, employees, and agents are prohibited from disclosing to any person that the FBI has sought or obtained access to a member’s or entity’s financial records

Should a federal agency or department wish to access financial records based on the “imminent danger exception” of (1) physical injury to any person, (2) serious property damage, or (3) flight to avoid prosecution, it must provide the credit union with a certificate of compliance signed by the supervisory official of the agency or department.

Policy


This credit union has never had any dealings with foreign counterintelligence nor any Federal Bureau of Investigation (FBI) activities but should in the future these circumstances exist, the credit union will abide by the RTFPA laws concerning credit unions.

Also, should the credit union, through its own attention to credit union members and their actions, suspect violations of any statute or regulation or have any information that may be relevant to a possible violation of any statute or regulation, it will notify a federal agency or department overseeing such activity. 

The credit union will again abide by the RTFPA laws governing this disclosure.




As a warning to the credit union:

All disclosure, whether made by the credit union after being presented with the proper documentation by the federal agency or department or made by the credit union based on any of the exceptions to the Act, should be made only after:  

(1)
The credit union has a complete understanding of the financial records or information that can be disclosed under the request or exception, and 

(2)
The credit union is confident that the information or records to be disclosed are factually correct.

RECORD KEEPING - MAJOR REQUIREMENT:

A.
Record keeping is a simple, practical, and important matter for evidence compliance with the Act.


1).
Records must be made in conjunction with member authorizations

2).
The credit union must retain a record of all instances in which a member's financial record is disclosed to a federal agency or department pursuant to the member's written authorization.
3).
The record should include:



a).
the date



b).
the name of the federal agency/department



c).
identification of the records disclosed

4).
Records in connection with government loans, loan guaranty, or loan insurance programs

5).
When a federal agency or department seeks to access financial records to consider or administer assistance to a member in the form of a government loan, loan guaranty, or loan insurance program, the credit union must keep a notation of each disclosure, including the date of such disclosure, and the federal agency or department to which it was made.

6).
The member is entitled to inspect this information.

Policy

Though the RTFPA has only two specific record-retention requirements, the credit union should and will retain copies of all administrative and judicial subpoenas, summonses, search warrants, and formal written requests received from federal agencies or departments along with any written certifications or other documents provided.  The credit union must and will keep a notation of each disclosure to a federal agency or department seeking to access financial records to consider or administer assistance to a member in the form of a government loan, loan guaranty, or loan insurance program.
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